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Description of the system  
Summary 
This report has been prepared by Netwealth Investments Limited ABN 85 090 569 109 AFS Licence No. 230975 (Netwealth, 

we, our or us).  Netwealth is the operator of two Investor Directed Portfolio Services (IDPS) being the Netwealth Wrap 

Service and the Russell Investments Portfolio Service (collectively referred to within this document as the Wrap Service) 

and is the administrator and custodian of the Netwealth Superannuation Master Fund (NSMF).  Together the Wrap Service 

and the NSMF form the Netwealth Platforms. The Netwealth Platforms, specifically the custody, asset management, 

superannuation member administration, investment administration and registry system is herein referred to as either “the 

Netwealth Platforms” or “the system”. 

Through the Netwealth Platforms, advised and non-advised clients have access to a wide range of investment options, 

product options, features, reporting tools and other resources to assist them in managing their wealth. For financial advisers, 

further transactional and reporting tools are available to assist them in managing their clients via the Netwealth Platforms.  

 

Netwealth provides the following services (hereafter referred to collectively as ‘the Services’): 

• Full administration services (including member, investor and investment registry functions) for the Wrap Service 
and NSMF 

• Custodial services for managed funds, ASX listed securities and term deposits held within the Wrap Service and 
NSMF 

• Responsible Entity, custodian registry and administration services for a range of managed investment schemes 
• Responsible Entity and administration services for the Netwealth Managed Account Service.  
• Administration services for Ironbark Asset Management 

 

During the period, Netwealth launched an administration service for non-custodial investments. Testing of controls relating 

to the non-custodial service is not in scope for this report (for the 2022/23 financial year) and will be considered for 

inclusion for the 2023/24 financial year and onwards. 

 

In the delivery of its services, Netwealth uses a number of sub-service organisations: 

• Citibank, N.A. (Citi) provides sub-custodial services in respect of international securities held within the Wrap 
Service and NSMF.  

• Appian (a Software as a Service platform) is used by Netwealth as its workflow system. 
• Netwealth’s in-house applications are hosted across data centres provided by Vocus Communications, Interactive 

and Next DC 
• Netwealth is a Microsoft Azure Cloud tenant 

 

This report is prepared on a carve-out method basis and includes a review of the effectiveness of Netwealth’s monitoring 

controls over the sub-service organisations, but does not include a review of the underlying controls residing at the 

subservice organisations. 

 

Netwealth is wholly owned by Netwealth Group Limited, a public company listed on the Australian Securities Exchange. 
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Purpose and scope 
 
This report is designed to provide information to be used for financial reporting purposes by Netwealth Platform account 

holders, adviser groups who use Netwealth Platforms, and independent auditors and accountants that have clients on the 

Netwealth Platforms.  

 

This report documents the controls operated by Netwealth in the provision of the Netwealth Platform services. Only control 

activities relevant to the Netwealth Platforms and their respective clients and business partners have been included. The 

report does not encompass all aspects of all services and products provided by Netwealth, and as stated above, does not 

include testing of controls relating to Netwealth’s non-custodial administration service.  In addition to the exclusion of 

subservice providers as outlined above, the report also excludes control activities implemented and executed by other 

external parties including but not limited to clients, margin lenders, share brokers, investment managers and business 

partners of Netwealth. 

 

This report covers the period 1 July 2022 to 30 June 2023 (the Report Period) with reference to Guidance Statement 007 

– Audit Implications of the Use of Service Organisations for Investment Management Services (GS 007) issued by the AUASB. 

The control objectives and the related controls implemented by Netwealth over the system, that are likely to be relevant 

to clients’ internal controls as they relate to financial reporting, are set out on pages 22 to 91 of this report. 

 

Complementary User Entity Controls 
 

Internal controls, no matter how well designed and operated, can provide only reasonable, not absolute, assurance to 

management and clients regarding achievement of an entity’s control objectives. The likelihood of achievement is affected 

by the limitations inherent in all internal control systems. 

In addition, there are certain controls that Netwealth believes to be the responsibility of the client. This list should not be 

viewed as a complete listing of the controls that are expected to include, but are not limited to: 

• Instructions and information provided to Netwealth from the client are in accordance with any applicable 

governing agreements or documents between Netwealth and the client. (Subject 6: Member account 

maintenance) 

• Changes in individuals authorised to instruct Netwealth regarding activities on behalf of the client are 

communicated to Netwealth on a timely basis (Subject 3: Investment related transactions, Subject 9: 

Benefit Payments, Rollovers Out and Withdrawals) 

• Data provided to Netwealth through any channel are authorised, complete, accurate and timely (Subject 

1: Opening investor accounts on the platform, Subject 3: Investment related transactions, Subject 4: 

Corporate Actions processing, Subject 9: Benefit Payments, Rollovers Out and Withdrawals) 

• Instructions from the client to Netwealth should be transmitted through secure electronic channels 

supported by Netwealth to reduce the risks associated with emailed, faxed or manual instructions (Subject 

3: Investment related transactions, Subject 9: Benefit Payments, Rollovers Out and Withdrawals, Subject 4: 

Corporate Actions processing, Subject 6: Member account maintenance) 
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Permitted access and use 
 
This report is and remains at all times the property of Netwealth.  It contains information that is non-public, commercially 

sensitive, and valuable to Netwealth in nature.  Its contents are strictly confidential and proprietary to Netwealth.  It is 

expressly prohibited for any person to access, use or disclose all or any part of this report except to the extent expressly 

authorised in writing by Netwealth in its sole discretion.  The intended users of this report who Netwealth may authorise 

to access and use it include clients to whom the services described in this report are provided, certain service providers to 

those clients including financial advisers and independent auditors, and other persons authorised by Netwealth in its sole 

discretion.  
 
This report, including the descriptions of tests of controls and the results thereof, is intended solely for the information and 

use  by user entities, and the independent auditors of such user entities, who have a sufficient understanding to consider 

it, along with other information including information about controls implemented by user entities themselves, when 

assessing the risks of material misstatements of user entities’ financial statements. This report is not intended to be and 

should not be used or relied upon by anyone other than these specified parties. 

 

We together with our related parties and their respective officers, employees and agents (the Netwealth Group) are not 

responsible for, and expressly disclaim any assumption of responsibility for, the consequences of any person accessing, 

using or relying on all or any part of this report other than as authorised by us in the manner described above.  In particular, 

the Netwealth Group will not be liable to any person for any loss, damage, cost expense or for any claim howsoever arising, 

in each case resulting directly or indirectly from unauthorised access, use or disclosure of all or any part of this report.  

 

Risk management and control environment 
The Netwealth Group is responsible for the oversight of risk management and have developed a framework to embed a 

risk aware culture at all levels. The Netwealth Board monitors the effectiveness of the risk management framework and 

applies risk considerations in key decision making and strategic planning. 

 

Risk governance 

The Netwealth Board considers risk management regularly and has established the Compliance and Risk Management 

Committee (CRMC) to manage and oversee the risk management framework in accordance with the plans, strategies and 

policies approved by the Board.  The CRMC consists of three non-executive directors from the Netwealth Board.  The 

Chief Risk Officer or their delegate provides a direct line of communication between the risk management function and 

the Committee. The CRMC operates under a charter that oversees the compliance and risk management activities of 

Netwealth.  

Risk management framework 

Risk management is part of the Netwealth Group’s normal business operations and strategy. The approach to risk 

management is not intended to eliminate risk, but rather to provide a sound framework to manage risk, maximise 

opportunity, minimise adversity and to achieve overall improved outcomes based on informed decision-making.  The 

Netwealth Board achieves this through its risk management framework (RMF) which comprises of Netwealth’s strategic 

business plan, risk management strategy, risk appetite statement, risk registers, audit universe, Board policies, management 

procedures and reporting.  
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The Board has set out the risk management framework to provide Netwealth’s executive and employees with the tools and 

guidance required to make risk decisions in accordance with the Board’s risk appetite.  The framework covers Netwealth’s 

approach to: 

• risk governance, risk identification and assessment;  

• establishment and assurance of the control environment,  

• monitoring and reporting expected by the Board,  

• issue and incident management and remediation; and 

• the risk culture the Board expects of Netwealth’s executive and employees. 

Code of conduct 

The Netwealth Group Limited Board believe it is important to provide a clear set of standards across the entire Group that 

emphasise a culture encompassing strong corporate governance, sound business practices and good ethical conduct.  The 

Netwealth Group Code of Conduct has been prepared for the guidance and benefit of all people employed, contracted by, 

associated with, or acting on behalf of Netwealth Group and its subsidiaries.  The core standards underpinning Netwealth’s 

Code of Conduct are that our: 

• actions must be governed by the highest standards of integrity and fairness; 

• decisions must be made in accordance with the spirit and the letter of applicable law; and 

• business must be conducted honestly and ethically, with our best skills and judgement, and for the benefit of 

customers, employees, shareholders and the Netwealth Group alike. 

A copy of our Code of Conduct (The Way We Work Together) is available on our website and may be found under the ‘For 

shareholders’ link. 

Risk identification and assessment 

Netwealth and Netwealth Superannuation Services Pty Ltd (NSS) has adopted a three lines of defence model for risk 

management, and in doing so recognises that risk is best controlled and managed by those who own the process.  Risks 

are identified through the following processes: 

• Reviews of the risk registers; 

• Consideration of risk projects and change management; 

• Internal compliance reviews; 

• Control assurance attestations and testing; 

• Internal and external audits; 

• Training and awareness;  

• Reporting of issues and incidents; and 

• Active monitoring of the information security threat environment (cyber-security) 



 

Netwealth Investments Limited | Report on Internal Controls of the Netwealth Platforms  

Confidential – Recipient Use Only      7 
 

Risks that are identified are considered to determine the likelihood and impact of the risk, along with the controls that may 

reduce the likelihood or impact of the risk.  Treatment strategies will be implemented where the risk sits outside of risk 

appetite. 

Netwealth uses systems to assist the business in managing its risks and compliance obligations.  Systems are used to 

monitor risks, capture business attestations to risk and compliance obligations, drive compliance reviews of key functions, 

record issues or incidents as they occur, comply with reporting and compliance obligations and to assist in managing 

remediation (if applicable). 

Netwealth’s control framework 

Netwealth regularly considers the controls required to manage the level of risk the business accepts during operation.  

Controls are used to ensure that risks taken are in line with Netwealth’s risk appetite.  Netwealth faces several operational 

risks in managing its business, including, but not limited to compliance, fraud and segregation, technology and systems, 

business continuity, people, and governance.  

Strategies and controls have been implemented to monitor and manage these risks.  Each of these risk areas are detailed 

further below: 

Compliance  

Netwealth has established a Regulatory Group which operates across the Group to identify and manage changes to its 

compliance obligations and has access to organisations such as the Australian Superannuation Funds of Australia.  

Compliance obligations are assessed and controls to meet our obligations are considered and where applicable recorded.  

Key controls are tested regularly with the business to monitor compliance.  Training is regularly conducted, and processes 

are implemented to reduce compliance risk. 

Netwealth and NSS are subject to the oversight of several regulatory bodies including, but not limited to: Australian 

Securities & Investment Commission (ASIC), Australian Prudential Regulatory Authority (APRA), AUSTRAC, Australian 

Taxation Office (ATO) and the Office of the Australian Information Commissioner. 

Netwealth and NSS (to whom it provides administration and custodial services) have adopted an AML Program to facilitate 

compliance with the AML/CTF laws, which includes customer identification (know your customer), risk training, transaction 

monitoring and reporting of suspicious matters. 

Netwealth Group has in place a Privacy Policy which is available from Netwealth’s public website.   

Fraud and segregation  

Netwealth regularly considers the chance of internal and external fraud and has implemented processes and systems to 

segregate functions, including separation of custody and administration services, reconciliations and transaction processing, 

and compliance monitoring and day-to-day business transacting.   

Netwealth regularly considers fraud, including the changing nature of potential scams and threats.   

Netwealth has in place processes to review high risk transactions, screen potential and existing employees and to remove 

personal data where not required.  Netwealth’s IT team also restrict access to systems, networks and directories. 

Netwealth has appropriate professional indemnity insurance in place. 
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Technology and systems  

Netwealth rely on IT systems and technology to provide the Netwealth Platform products and services.  Netwealth’s 

Information Technology department manages Netwealth’s technology requirements, including infrastructure management, 

network support, security, IT incident management, system change management, data transmissions and development of 

new and existing transactions.  

Controls exist to reduce the risk of errors in proprietary systems, such as the online web portal (used by advisers, clients 

and employees to execute transactions and reporting). Such controls include managed code releases and functional and 

regression testing. 

Netwealth maintains a strong focus on cyber security. Netwealth has established a Security Operations team within its 

Technology Operations department and has implemented a Security Operating Centre (SOC) system that operates 

continuously (on a 24/7 basis). Automated alerts arising from the SOC are addressed by the Security Operations team.  

Netwealth’s systems are subject to penetration tests by certified third-party providers and vulnerability scans. 

Netwealth uses a number of third-party applications to make the Netwealth Platform and services available to advisers and 

their clients.  The key applications are hosted within the data centre, Azure Cloud tenant and/or are provided as Software 

as a Service (SaaS), and include:  

• Acurity (by IRESS) serves as the member and investment registry system; 

• Appian serves as the business process management (’workflow’) system and document repository  

• Zendesk provides Netwealth’s client service platform which enables Netwealth to service clients and advisers 

efficiently; 

• Microsoft provide key software and support to our business services and to store our data; 

• CHAMP (by Computershare) serves as Netwealth’s interface to the Australian Stock Exchange’s (ASX) Clearing 

House Electronic Subregister System (CHESS) for settlement of ASX listed securities;  

• Austraclear (by the ASX) serves as the settlement system for unlisted bonds; and 

• An in-house custody system for the administration and safekeeping of managed funds (Collectively, Acurity and 

the Netwealth Webapp are referred to as the ‘administration systems’. The stated internal control objectives and 

related controls included in this report apply to Acurity, Appian and the Netwealth Webapp on the basis that the 

effect of all financial transactions, investment transactions and change to member and investor accounts will reside 

within one or more of these key systems. 

Business continuity and disaster recovery 

Netwealth’s IT team manages Netwealth’s infrastructure capability and monitors the infrastructure to ensure security and 

scalability levels are met.  Annually Netwealth appoints an external party to test Netwealth’s IT security framework.  Results 

from this testing are provided to the Netwealth Audit Committee.  

Netwealth has in place a business continuity and disaster recovery plan which are tested annually.  These cover how 

Netwealth will restore critical applications and services should technology or systems that Netwealth rely upon fail.  

Netwealth’s primary data centre is located offsite, where applications are centrally hosted by a third-party infrastructure 

provider.  Netwealth has a dedicated disaster recovery site which is geographically separated from Netwealth’s business 

offices. 
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People   

Netwealth employs Netwealth Group Services (a related entity of Netwealth) to provide administration, financial and 

technology services to Netwealth.  Netwealth Group Services conduct pre-employment screening to understand and assess 

a candidate’s suitability.   

Employees are provided with induction training and training specific to their role.  All employees are provided with 

compliance and regulatory training throughout the year to ensure that employees can manage their risks and discharge 

their responsibilities. This training is mandatory for all employees. Many employees also undergo continuous professional 

development (as defined by their role).  All employees are subject to Netwealth’s performance process. 

Governance 

The Netwealth Group faces conflicts of interest in the provision of the Netwealth Platform and services.  The Netwealth 

Group must act in the interests of members, investors, shareholders and employees.  In some instances, a conflict may arise 

between Netwealth Group’s responsibilities.  The Netwealth Group has a framework for managing conflicts of interest which 

is detailed in Netwealth’s Conflicts of Interest Policy.   

Internal Audit 

Netwealth has appointed RSM Australia as Internal Auditor to review and form an independent and objective assessments 

of Netwealth’s operations.   

RSM Australia is accountable to the Netwealth Audit Committee, which has been established by the Board.  The Audit 

Committee consists of three non-executive directors and operates under a charter approved by the Board.  The Audit 

Committee: 

• oversees the relationship and independence of the Auditors,  

• objectively reviews the reporting of financial information, controls and systems; and  

• oversees the process of identification and the management of risk for Netwealth. 

An audit of Netwealth’s risk management framework is performed annually by RSM Australia.  The results of the audit are 

reported to the Netwealth Audit Committee, with any medium or higher risk or recommendation also reported to the 

Netwealth Compliance and Risk Management Committee for consideration.   

External Audit 

Deloitte Touche Tohmatsu has been appointed as Netwealth’s External Auditor since 1 July 2017.   

Deloitte are the appointed auditors of the Netwealth Group and their work includes providing assurance in relation to the 

Netwealth platforms in accordance with applicable regulatory requirements. 
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GS 007 Control objectives not applicable 

The following GS 007 control objective are not applicable to Netwealth  

Control Objective 

ID 

Control objectives  Explanation  

A7 Securities lending programs are authorised and loan 

initiation, maintenance and termination are recorded on 

an accurate and timely basis.  

Netwealth does not offer securities 

lending. 

A8 Loans are collateralised in accordance with the lender’s 

agreement and the collateral together with its related 

income is recorded completely, accurately and on a timely 

basis.  

Netwealth does not offer securities 

lending. 

A9 Collateral is completely and accurately invested in 

accordance with the lender’s agreement.  
Netwealth does not offer lending 

services. 

A19 Asset positions and details of securities lent (including 

collateral) are reported to interested parties accurately and 

within the required time scale.  

Netwealth does not offer lending 

services. 

D14 Appointments of subservice organisations, including those 

providing superannuation member administration, are 

approved, subservice organisations are properly managed 

and their activities are adequately monitored on a timely 

basis.  

Netwealth performs superannuation 

member administration for the 

Netwealth Superannuation Master 

Fund and does not engage 

subservice organisations. 

F8 Where issued capital is fixed, the number of shares in the 

registry records match the number of shares on issue.  
Netwealth is RE/registry for a number 

of Managed Investment Schemes, 

however this GS 007 report is not 

intended to consider controls 

relating to those Managed 

Investment Schemes (which are 

instead subject to other external 

reviews/audits). 

 

F9 Distribution payments and reinvestments are complete, 

calculated in accordance with the authorised distribution 

and processed in a timely manner.  

Netwealth is RE/registry for a number 

of Managed Investment Schemes, 

however this GS 007 report is not 

intended to consider controls 

relating to those Managed 

Investment Schemes (which are 

instead subject to other external 

reviews/audits). 
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Control Objective 

ID 

Control objectives  Explanation  

F12 Registrar records accurately reflect shares, units and cash 

held by third parties.  
Netwealth is RE/registry for a number 

of Managed Investment Schemes, 

however this GS 007 report is not 

intended to consider controls 

relating to those Managed 

Investment Schemes (which are 

instead subject to other external 

reviews/audits). 

F16 Appointments of subservice organisations, including those 

providing registry services, are approved, subservice 

organisations are properly managed and their activities 

are adequately monitored on a timely basis.  

In 2022/23, Netwealth did not 

engage subservice organisations for 

registry services. 

G12 Information technology services provided to clients are 

approved, managed and performance thresholds met in 

accordance with the requirements of the client agreement.  

Netwealth does not provide any 

information technology services to 

any members. 

  



 

Netwealth Investments Limited | Report on Internal Controls of the Netwealth Platforms  

Confidential – Recipient Use Only      12 
 

Statement by the Service Organisation  
The Netwealth Executive Team are responsible for the control environment, and the underlying processes and controls set 

out in this report, and the identification of control objectives relating to clients’ assets, liabilities and related transactions in 

the provision of the (Services, and the design, implementation and operation of the controls of the Netwealth Platforms to 

provide reasonable, but not absolute, assurance that the control objectives are achieved. 

In carrying out those responsibilities, we have had regard not only to the interests of clients but also to those of the owners 

of the business and to the general effectiveness of the relevant controls and efficiency of the relevant operations. 

This report sets out control objectives for the Netwealth Platforms, specifically the Services and information technology of 

the Netwealth Platforms and the specific controls established to meet each of those objectives.  

These control objectives include the control objectives for Services provided in Guidance Statement 007 Audit Implications 

of the Use of Service Organisations for Investment Management Services issued by the Auditing and Assurance Standards 

Board. 

We set out in this report a description of the broad Risk Management and Control Environment described in pages 5 

through to page 9  and the underlying processes and relevant controls described in pages 22 through to page 91 together 

with the related control objectives, which operated during the year to 30 June 2023 and confirm that these descriptions 

have been prepared for clients, advisers and their auditors who have a sufficient understanding to consider the descriptions, 

along with other information including information about complementary user entity controls , when assessing the risks of 

material misstatements of customers’ financial reports/statements.  

We confirm that: 

(a) The descriptions present how the system including processes and controls was designed and implemented, including: 

-  the types of services provided, including, as appropriate, classes of transactions processed 

-  the procedures, within both information technology and manual systems, by which those transactions were 

initiated, recorded, processed, corrected as necessary, and reported to customers 

-  the related accounting records, supporting information and specific accounts that were used to initiate, record, 

process and report transactions; this includes the correction of incorrect information and how information was 

reported to customers 

-  how the system dealt with significant events and conditions, other than transactions  

-  the process used to prepare reports for customers 

-  relevant control objectives and controls designed to achieve those objectives 

-  controls that we assumed, in the design of the system, would be implemented by customers, and which, if 

necessary to achieve control objectives stated in the accompanying description, are identified in the description 

along with the specific control objectives that cannot be achieved by ourselves alone 

- other aspects of our control environment, risk assessment process, information system (including the related 

business processes) and communication, control activities and monitoring controls that were relevant to 

processing and reporting customers’ transactions. 
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(b) the description of the Risk Management and Control Environment including processes and controls include relevant 

details of changes during the period 1 July 2022 to 30 June 2023; 

(c) the description of the system including processes and controls does not omit or distort information relevant to the 

scope of the system being described, while acknowledging that the description is prepared to meet the common 

needs of a broad range of customers and their auditors and may not, therefore, include every aspect of the system 

that each individual customer may consider important in its own particular environment; 

(d) the risks that threatened achievement of the control objectives stated in the descriptions were identified; 

(e) the identified controls would, if operated as described, provide reasonable assurance that those risks did not prevent 

the stated control objectives from being achieved; and 

(f) the controls were consistently applied as designed, including that manual controls were applied by individuals who 

have the appropriate competence and authority, throughout the period 1 July 2022 to 30 June 2023. 

 

Signed on behalf of Netwealth Investments Limited 

   

 

 

Matt Heine 

CEO & Managing Director 

16 August 2023 
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Independent Service Auditor's Assurance Report on the 
Description of Controls, their Design and Operating Effectiveness 
 

To the Directors of Netwealth Investment Limited  

Opinion 

We have been engaged to report on Netwealth Investment Limited’s (“Netwealth”) description at pages 3 to 11 of its 
internal controls over its investment and superannuation platform, specifically its custody, asset management, 
superannuation member administration, investment administration and registry system (“the system”) for processing 
customers’ transactions throughout the period from 1 July 2022 to 30 June 2023 (“the description”), the accompanying 
statement at pages 12 to 13 and on the design and operation of controls related to the control objectives stated at pages 
22 to 91. 

In our opinion, in all material respects, based on the criteria included in the statement at pages 12 and 13:  

(a) The description at pages 3 to 11 fairly presents the internal controls over the system as designed and implemented 
throughout the period from 1 July 2022 to 30 June 2023; 

(b) The controls related to the control objectives stated at pages 22 to 91 were suitably designed throughout the 
period from 1 July 2022 to 30 June 2023; and 

(c) The controls tested, which were those necessary to provide reasonable assurance that the control objectives 
stated at pages 22 to 91 were achieved, operated effectively throughout the period from 1 July 2022 to 30 June 
2023. 

Basis of Opinion  

We conducted our engagement in accordance with Standard on Assurance Engagements ASAE 3402 Assurance Reports 
on Controls at a Service Organisation, and with reference to Guidance Statement GS 007 Audit Implications of the Use of 
Service Organisations for Investment Management Services issued by the Auditing and Assurance Standards Board. That 
standard requires that we plan and perform our procedures to obtain reasonable assurance about whether, in all material 
respects, the description is fairly presented, and the controls are suitably designed and operating effectively.  

We have not evaluated the suitability of design or operating effectiveness of complementary user entity controls. The 
control objectives stated in the service organisation’s description of its system can be achieved only if complementary 
user entity controls are suitably designed or operating effectively, along with the controls at the service organisation. 

Netwealth uses the services of a number of subservice organisations.  Citibank, performs sub-custodial services in respect 
of international securities held within the investment and superannuation platform. Appian (a Software as a Service 
platform) is used by Netwealth as its workflow system. Netwealth’s in-house applications are hosted across data centres 
provided by Vocus Communications, Interactive and Next DC, and Netwealth is a Microsoft Azure Cloud tenant. 

The carve-out method has been used in relation to the aforementioned subservice organisations. 

Netwealth’s description of its internal controls excludes the control objectives and related controls at relevant subservice 
organisations, consequently our procedures did not extend to controls at the subservice organisations. 

Our opinion has been formed on the basis of the matters outlined in this report. 

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.  

Deloitte Touche Tohmatsu 
ABN 74 490 121 060 
 
477 Collins Street 
Melbourne VIC 3000 
GPO Box 78 
Melbourne VIC 3001 Australia 
 
Tel:  +61 3 9671 7000 
Fax:  +61 3 9671 7001 
www.deloitte.com.au 



 

 

Netwealth’s Responsibilities  

Netwealth is responsible for: preparing the description at pages 3 to 11 and accompanying statement at pages 12 to 13, 
including the completeness, accuracy and method of presentation of the description and statement; providing the 
services covered by the description; stating the control objectives; and designing, implementing and effectively operating 
controls to achieve the stated control objectives at pages 22 to 91. 

Our Independence and Quality Management 

We have complied with independence and other relevant ethical requirements relating to assurance engagements and 
apply Auditing Standard ASQM 1 Quality Management for Firms that Perform Audits or Reviews of Financial Reports and 
Other Financial Information, or Other Assurance Engagements or Related Services Engagements in undertaking this 
assurance engagement.  

Service Auditor’s Responsibilities 

Our responsibility is to express an opinion on Netwealth’s description and on the design and operation of controls related 
to the control objectives stated at pages 22 to 91 based on our procedures.  

An assurance engagement to report on the description, design and operating effectiveness of controls at a service 
organisation involves performing procedures to obtain evidence about the disclosures in the service organisation’s 
description of its system, and the design and operating effectiveness of controls. The procedures selected depend on our 
judgement, including the assessment of the risks that the description is not fairly presented, and that controls are not 
suitably designed or operating effectively. Our procedures included testing the operating effectiveness of those controls 
that we consider necessary to provide reasonable assurance that the control objectives stated at pages 22 to 91 were 
achieved. An assurance engagement of this type also includes evaluating the overall presentation of the description, the 
suitability of the objectives stated at pages 22 to 91, and the suitability of the criteria specified by the service organisation 
and described at pages 12 to 13. 

In evaluating the suitability of the objectives stated in the description, we have determined whether each of the minimum 
control objectives provided in GS007 for custody, asset management, superannuation member administration, 
investment administration, registry and information technology is included, or, if any of them are omitted or amended, 
that the reason for the omission or amendment is adequately disclosed in the description. 

Limitations of Controls at a Service Organisation  

Netwealth’s description is prepared to meet the common needs of a broad range of customers and their auditors and 
may not, therefore, include every aspect of the system that each individual customer may consider important in its own 
particular environment. Also, because of their nature, controls at a service organisation may not prevent or detect all 
errors or omissions in processing or reporting transactions. Also, the projection of any evaluation of effectiveness to 
future periods is subject to the risk that controls at a service organisation may become inadequate or fail. 

Description of Tests of Controls 

The specific controls tested, and the nature, timing and results of those tests are listed at pages 22 to 91. 

Other information 

Management is responsible for the other information. The other information comprises the information included in 
Appendix B for the year ended 30 June 2023 but does not include the statement at pages 12 and 13, description at pages 
3 to 11, and the control objectives and controls stated at pages 22 to 91 and our service auditor’s report thereon.  

Our opinion on the description at pages 3 to 11 and on the design and operation of controls related to the control 
objectives stated at pages 22 to 91 does not cover the other information and we do not express any form of assurance 
conclusion thereon.  

In connection with our assurance engagement, our responsibility is to read the other information and, in doing so, 
consider whether the other information is materially inconsistent with the description at pages 3 to 11, or our knowledge 
obtained during the assurance engagement, or otherwise appears to be materially inconsistent or contains a material 
misstatement of fact. If, based on the work we have performed, we conclude that there is a material inconsistency or a 



 

 

material misstatement of fact of this other information, we are required to report that fact. We have nothing to report 
in this regard.  

Intended Users and Purpose 

This report and the description of tests of controls at pages 22 to 91 are intended only for customers who have used 
Netwealth’s system, and their auditors, who have a sufficient understanding to consider it, along with other information 
including information about complementary user entity controls, when assessing the risks of material misstatements of 
customers’ financial reports/statements.  

Restriction of distribution and use 

We disclaim any assumption of responsibility for any reliance on this report to any person other than Netwealth’s clients 
and their auditors or for any purpose other than that for which it was prepared. This report is not intended to and should 
not be used or relied upon by anyone else and we accept no duty of care to any other person or entity. 

 

 

 

DELOITTE TOUCHE TOHMATSU 

 

 

 

Fiona O’Keefe 
Partner 
Chartered Accountants 

Melbourne, 16 August 2023 
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Overview of the Work Performed by Deloitte 
 

Introduction  

 

This report on the description of the system is intended to provide customers and their auditors with information for 

their evaluation of the effect of a service organisation on a customer’s internal control relating to Netwealth’s controls 

over Custody, Asset Management, Superannuation Member Administration, Investment Administration and Registry 

system throughout the period 1 July 2022 to 30 June 2023 

 

Deloitte Touche Tohmatsu’s engagement was conducted in accordance with the Standard on Assurance Engagements 

3402, Assurance Reports on Controls at a Service Organisation, issued by the Auditing and Assurance Standards Board. 

Testing of Netwealth’s controls was restricted to the control objectives and related control activities listed in the 

section titled ‘Control Objectives, Related Controls and Operating Effectiveness on pages 22 to 91, and was not 

extended to controls that may be in effect at user organisations.  
 
Deloitte Touche Tohmatsu’s work was carried out at the premises of Netwealth at 180 Flinders Street, Melbourne, 

Victoria and off site through the use of various technologies. The scope of work was based on criteria (control 

objectives) agreed with management of Netwealth prior to the commencement of work. 

 

Deloitte Touche Tohmatsu has identified that Netwealth uses the services of a number of subservice organisations.  

Citibank, performs sub-custodial services in respect of international securities held within the investment and 

superannuation platform. Appian (a Software as a Service platform) is used by Netwealth as its workflow system. 

Netwealth’s in-house applications are hosted across data centres provided by Vocus Communications, Interactive and 

Next DC, and Netwealth is a Microsoft Azure Cloud tenant. 

Deloitte Touche Tohmatsu’s report does not include controls at aforementioned subservice organisations or 

complementary user entity controls. 

 

Control environment elements  

 

The control environment sets the tone of an organisation, influencing the control consciousness of its people. It is the 

foundation for other components of internal control, providing discipline and structure. In addition to the tests of 

design, implementation, and operating effectiveness of controls identified by Netwealth, Deloitte Touche Tohmatsu’s 

procedures included tests of the following relevant elements of Netwealth’s control environment: 

 

a. Risk Governance 

b. Risk management framework 

c. Code of conduct 

d. Risk identification and assessment 

e. Netwealth’s control framework 

f. Compliance 
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g. Fraud and segregation 

h. Technology and systems  

i. Business continuity and disaster recovery 

j. People 

k. Governance 

l. Internal and external audit 

 

Such tests included enquiry of the appropriate management, supervisory, and staff personnel; observation of 

Netwealth’s activities and operations, inspection of Netwealth’s documents and records, and re-performance of the 

application of Netwealth’s controls. The results of these tests were considered in planning the nature, timing, and 

extent of testing of the control activities described in the ‘Control Objectives, Related Controls and Operating 

Effectiveness’ section of this document. 

 

Obtaining Evidence Regarding the Description 

 

Deloitte Touche Tohmatsu obtained and read the service organisation’s description of its system on pages 3 to 9, and 

evaluated whether those aspects of the description included in the scope of the engagement are fairly presented, 

including whether:  

a. Control objectives stated in the service organisation’s description of its system are reasonable in the 

circumstances;  

b. Controls identified in that description were implemented; 

c. Complementary user entity controls, if any, are adequately described; and 

d. Services performed by a subservice organisation, if any, are adequately described, including whether the 

inclusive method or the carve-out method has been used in relation to them.  

Obtaining Evidence Regarding Design of Controls 
 
In determining which of the controls at the service organisation are necessary to achieve the control objectives stated 

in the service organisation’s description of its system, Deloitte Touche Tohmatsu assessed whether those controls were 

suitably designed. This included: 

a. Identifying the risks that threaten the achievement of the control objectives stated in the service organisation’s 

description of its system; and 

b. Evaluating the linkage of controls identified in the service organisation’s description of its system with those 

risks. Some of the considerations Deloitte Touche Tohmatsu took into account included: 

(a) Appropriateness of the purpose of the control and its correlation to the risk/assertion 

(b) Competence and authority of the person(s) performing the control 

(c) Frequency and consistency with which the control is performed 

(d) Level of aggregation and predictability 

(e) Criteria for investigation (i.e. threshold) and process for follow-Up 

Tests of operating effectiveness 
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Deloitte Touche Tohmatsu’s tests of the controls were designed to cover a representative number of transactions 

throughout the period from 1 July 2022 to 30 June 2023. In determining the nature, timing and extent of tests we 

considered the following: 

(a) Nature and frequency of the controls being tested 

(b) Types of available evidential matter 

(c) Nature of the control objectives to be achieved 

(d) Assessed level of control risk  

(e) Expected effectiveness of the test, and  

(f) Results of tests of the control environment. 

 

Testing the accuracy and completeness of information provided by Netwealth is also a component of the testing 

procedures performed.  Information we utilized as evidence may have included, but was not limited to: 

• Standard “out of the box” reports as configured within the system  

• Parameter-driven reports generated by Netwealth’s systems 

• Custom-developed reports that are not standard to the application such as scripts, report writers, and queries 

• Spreadsheets that include relevant information utilized for the performance or testing of a control 

• Netwealth prepared analyses, schedules, or other evidence manually prepared and utilized by Netwealth. 

 

While these procedures may not be specifically called out in the test procedures listed in the section titled “Control 

Objectives, Related Controls and Tests of Operating Effectiveness” on pages 22 to 91, they may be completed as a 

component of testing to support the evaluation of whether or not the information is sufficiently precise and detailed 

for purposes of fully testing the controls identified by Netwealth. 

 

Description of testing procedures performed 

Deloitte Touche Tohmatsu performed a variety of tests relating to the controls listed on pages 22 to 91 throughout 

the period from 1 July 2022 to 30 June 2023. The tests were performed on controls as they existed during this period 

and were applied to those controls relating to control objectives specified by Netwealth. 

 

Tests performed for the purpose of this report may have included, but were not limited to those described below: 

Test Description 

Enquiry Conducted detailed interviews with relevant personnel to obtain evidence that the 

control was in operation during the report period and is accompanied by other 

procedures noted below that are necessary to corroborate the information derived from 

the enquiry. 

Observation Observed the performance of the control multiple times throughout the report period 

to evidence application of the specific control activity. 

Inspection of documentation If the performance of the control is documented, inspected documents and reports 

indicating performance of the control. 

Reperformance of monitoring 

activities or manual controls 

Obtained documents used in the monitoring activity or manual control activity and 

independently reperformed the procedures. Compared any deviation items identified 

with those identified by the responsible control owner.  
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Reperformance of 

programmed processing 

Input test data, manually calculated expected results, and compared actual results of 

processing to expectations. 

 

Sampling Methodology 
 
In terms of frequency of the performance of the control by Netwealth, we consider the following guidance when 

planning the extent of tests of control for specific types of control. 

 

(a) The purpose of the procedure and the characteristics of the population from which the sample will be drawn 

when designing the sample; 

(b) Determine a sample size sufficient to reduce sampling risk to an appropriately low level; 

(c) Select items for the sample in such a way that each sampling unit in the population has a chance of selection; 

(d) If a designed procedure is not applicable to a selected item, perform the procedure on a replacement item; 

and 

(e) If unable to apply the designed procedures, or suitable alternative procedures, to a selected item, treat that 

item as a deviation. 

 

The following guidelines are at a minimum followed in performing the test of controls:   

 

Frequency of control activity Minimum sample size 

Annual 1 

Quarterly  2 

Monthly 2 

Weekly 5 

Daily 15 

Many times per day 25 

Automated Controls Test one instance of each automated control. 

Indirect Controls (e.g., indirect entity-level controls, 

general IT controls) 

For those indirect entity-level controls that do not 

themselves directly address risks of material 

misstatement, the above is the suggested minimum 

sample size for the test of operating effectiveness. 

In the event that the indirect control is directly 

responsive to the control objective, the above is the 

minimum sample size for the test of operating 

effectiveness. 

The table assumes zero deviations.  

 

 

The nature and cause of deviations identified (if any), were evaluated to conclude on whether the deviations are 

material individually or in combination.   
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Reporting on results of testing 

 

In most instances, controls are performed in the same manner and with the same degree of intensity for all clients.  

For this reason, samples were chosen from the whole population of Netwealth transactions. We do not have the ability 

to determine whether a deviation will be relevant to a particular user, consequently all deviations are reported. 

 

Results of testing 

 

The concept of effectiveness of the operation of controls recognises that some deviations in the way controls are 

applied by Netwealth may occur.  Deviations from prescribed controls may be caused by such factors as changes in 

key personnel, significant seasonal fluctuations volume of transactions and human error. 

 

We use judgement in considering the overall operating effectiveness of the control by considering the number of 

deviations detected, the potential significance of the financial statement effect, as well as other qualitative aspects of 

the deviations such as the cause of the deviation. 

 

When we identify a deviation for a periodic or automated control, we consider whether other controls may provide 

the evidence we require.   

 

If we find a single deviation in the initial sample for a recurring manual control operating multiple times per day, when 

we did not expect to find control deviations, we consider whether the deviation is representative of systematic or 

intentional deviations. 

 

If control deviations are found in tests of controls which operate daily or less frequently, the sample size cannot be 

extended and we assess such controls as ineffective.
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b
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b
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 d
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 b
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 m
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b
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p
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 m
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 p
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p
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 m
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 c
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 d

ev
ia

tio
ns

 n
o
te

d
. 

13
. 

R
ed

em
p
tio

n 
re

q
ue

st
s 

re
ce

iv
ed

 
vi

a 

Su
p
er

St
re

am
 

ar
e 

g
o
ve

rn
ed

 
b
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at
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 t
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ra
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b
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d
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 c
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 c
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 r
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p
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p
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ch
 

m
o
ni
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w
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h 

p
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t 
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d
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r 
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d
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p
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f 
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m
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g
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p
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o
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s 

to
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e 
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n 
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y 
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ne

d
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 r
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w
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flo
w

 
sy

st
em
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d
 

ex
ce

p
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w
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b
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p
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e 

b
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p
ro

ce
ss

.  
 

A
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p
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f 
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w
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w
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p
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s 
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w
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flo
w
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w
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t 
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s 
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 p
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m
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 d
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M
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b
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 D
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u
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n
s 

C
o
n
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o
l 
o
b
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m

 m
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b
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cc
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 c
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a 
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m
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y 
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r 
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d
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ef
le
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b
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 d
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at
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w
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 D
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d
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e 
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N
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w
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h
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 D
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ce
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n 
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a 

m
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 d
ed
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 o
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g
 a

d
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p
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 c
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at
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 c
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w
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p
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D
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t 
o
r 

W
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p
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 D
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o
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o
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m
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d
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d
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y 
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b
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 c
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 r
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m
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D
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il 
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t 

d
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s 
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d
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d
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e 
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D
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o
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n 

re
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o
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e 
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e 
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e 
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x 
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x 
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 c
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d
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p
re
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ng
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g
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d
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at

e.
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C
o
n
tr

o
l 
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st
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P
ro

ce
d
ur

es
 

R
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u
lt
s 

o
f 

te
st

s 

1.
 

W
he

n 
ne

w
 f
ee

 a
rr

an
g
em

en
ts

 a
re

 n
eg

o
tia

te
d
, o

r 

th
er

e 
ar

e 
ch

an
g
es

 t
o
 e

xi
st

in
g
 f
ee

 a
rr

an
g
em

en
ts

, 

a 
re

vi
ew

 i
s 

un
d
er

ta
ke

n 
to

 e
ns

ur
e 

th
e 

ne
w

 f
ee

s 

en
te

re
d
 

in
to

 
ad

m
in

is
tr

at
io

n 
sy

st
em

 
b
y 

N
et

w
ea

lth
 

ad
m

in
is
tr

at
o
rs

 
ag

re
e 

to
 

th
e 

d
o
cu

m
en

te
d
 a

rr
an

g
em

en
ts

.  

 C
ha

ng
es

 t
o
 f

ee
 a

rr
an

g
em

en
ts

 (
ex

cl
ud

in
g
 f

ee
 

re
ne

w
al

s)
 

p
ro

ce
ss

ed
 

b
y 

a 
N

et
w

ea
lt
h 

ad
m

in
is
tr

at
o
r 

ar
e 

ch
ec

ke
d
 

b
y 

a 
se

co
nd

 

N
et

w
ea

lth
 a

d
m

in
is
tr

at
o
r 
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a 

re
vi

ew
 o

f 
a 

d
ai

ly
 

ex
ce

p
tio

n 
re

p
o
rt
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p
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m
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b
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s 
w
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te

d
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o
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t 
w

he
th

er
 n
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 f
ee
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an
g
em
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nd
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an

g
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 t
o
 f

ee
 a

rr
an

g
em

en
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 p
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N
et

w
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d
m
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r 

w
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e 
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 b
y 

a 
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et

w
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lth
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d
m
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tr
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o
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N
o
 d

ev
ia
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Fe
es

 a
nd

 p
re

m
iu

m
s 

d
ed

uc
te

d
 a

re
 r

ev
ie

w
ed

 f
o
r 

re
as

o
na

b
le

ne
ss

 e
ac

h 
m

o
nt

h.
  

C
o
m

p
ar

is
o
ns

 a
re

 

m
ad

e 
to

 
p
ri
o
r 

m
o
nt
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, 

an
d
 

a 
sa

m
p
le

 
o
f 

m
em

b
er
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ee

 c
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ns
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re
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t 
ch

ec
ke

d
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m

p
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o
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b
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w
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te
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if 

co
m

p
ar
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o
ns

 
w

er
e 

m
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e 
to

 
p
ri
o
r 

m
o
nt
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, 

an
d
 
a 
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m

p
le

 
o
f 

m
em

b
er
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e 
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ns

 w
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t 
ch

ec
ke

d
.  

N
o
 d
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o
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A
na

ly
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s 
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 c

o
nd

uc
te

d
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ua
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er

ly
 t

o
 i
d
en
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y 

an
d
 

re
vi
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 i
ns

ta
nc

es
 w

he
re

 a
d
vi

ce
 f
ee

s 
ch
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g
ed

 t
o
 

su
p
er

an
nu

at
io

n 
m

em
b
er

s 
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e 
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o
ve

 t
hr
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ho

ld
s 
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 b

y 
N

et
w

ea
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s 
A
d
vi

ce
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ee
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ig
ht

 

G
ro

up
. I

n 
th

es
e 

in
st

an
ce

s,
 in

fo
rm

at
io

n 
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 s

o
ug

ht
 

fr
o
m

 a
d
vi
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 t
o
 v
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 t
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 s
er
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s 
p
ro
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d
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 in
 

re
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ec
t 

o
f 

th
e 

fe
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 a
nd

 t
o
 o

b
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in
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ny
 o

th
er
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le

va
nt

 
in
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rm

at
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n.
 
A
s 

an
 
o
ut
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m

e 
o
f 

th
e 
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o
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g
 a

d
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 b
e 
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d
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ed
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ed
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p
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f 
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s 

w
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e 
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d
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o
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t 
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 a
d
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 f
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e 
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p
p
ro

p
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e 
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o
n 
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w
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d
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e 
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 b
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d
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o
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w
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e 
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m

o
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p
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b
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p
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d
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an
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et
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lt
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p
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C
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d
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FT
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 f
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d
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 t
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N
et
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la
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o
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 a
 c
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 c

o
m

p
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 f

o
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 c
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o
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le
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 r
el
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p
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p
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b
y 

th
e 

Bo
ar

d
 
o
f 

D
ir
ec

to
rs

.  
 

O
b
ta

in
ed

 a
nd

 i
ns

p
ec

te
d
 t

he
 B

C
P 

an
d
 D

R
P 

p
o
lic

ie
s 

to
 t

es
t 

w
he

th
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b
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 b
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b
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Appendix A – GS 007 Mapping 
 

GS 007 Reference Table 

The following table is provided to assist users in referencing the control objectives as specified in Appendix 3 of 

Guidance Statement GS007 Audit Implications of the Use of Service Organisations for Investment Management 

Services with the controls and tests as described in this report as they relate to the Netwealth platform. 

 

Appendix 3 Section Control Objective Reference Report Page Number 

Custody   

Accepting clients A1 23, 26 

 A2 23 26 

Authorising and processing 

transactions 

A3 26, 29, 86 

 A4 29 

 A5 36, 88 

 A6 29 

Maintaining financial and other records A10 23, 43, 88 

 A11 43 

 A12 39 

 A13 29, 84, 86 

Safeguarding assets A14 88 

 A15 29 

Monitoring compliance A16 68 

Monitoring subservice organisations A17 29, 88 

Reporting A18 64 

Asset Management   

Accepting clients B1 23, 26 

 B2 23, 26 

Authorising and processing 

transactions 

B3 26 ,29 

 B4 29 
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 B5 29, 86 

 B6 36 

 B7 50, 54 

Maintaining financial and other records B8 23, 26 

 B9 43 

 B10 39 

 B11 64 

 B12 29, 84 

 B13 61 

Safeguarding assets B14 29 

 B15 29, 86 

Monitoring compliance B16 29, 86 

 B17 68 

Monitoring subservice organisations B19 29, 86 

Reporting to clients B20 64 

Superannuation Member 

Administration 

  

Accepting clients D1 23, 26 

 D2 23, 26 

Authorising and processing 

transactions 

D3 26, 50 

 D4 54 

 D5 29 

 D6 46, 54, 61 

 D7 61 

Maintaining member records D8 43 

 D9 39 

Safeguarding assets D10 23 

Monitoring compliance D11 50 

 D12 68 

 D13 54 
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Reporting to clients D15 64 

Investment Administration   

Accepting clients E1 23, 26 

 E2 23, 26 

Authorising and processing 

transactions 

E3 29 

 E4 36 

 E5 61 

Maintaining financial and other records E6 43 

 E7 43 

 E8 39 

 E9 29, 84 

 E10 50, 54 

 E11 26 

 E12 26, 29, 86 

Monitoring compliance E13 67 

Monitoring subservice organisations E14 29, 86 

Reporting to clients E15 64 

 E16 64 

Taxation E17 39 

 E18 39 

 E19 39 

 E20 39 

Registry   

Accepting clients F1 23 

 F2 23 

Authorising and processing 

transactions 

F3 50, 54 

 F4 50, 54 

 F5 50, 54 

 F6 50 



 
 

Netwealth Investments Limited | Report on Internal Controls of the Netwealth Platforms  

Confidential – Recipient Use Only     95 

 F7 54 

Maintaining financial and other records F10 23 

 F11 43 

 F13 50 

Safeguarding assets F14 26 

Monitoring compliance F15 68 

Taxation F18 39 

Information Technology   

Restricting access to systems and data G1 70 

 G2 70 

 G3 70 

Safeguarding assets G5 70 

 G6 70 

Maintaining and developing systems 

hardware and software 

G7 70 

 G8 79 

Recovering from processing 

interruptions 

G4 75 

 G9 75 

 G10 75 

 G11 75 

Monitoring subservice organisations G13 82 
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